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Awareness Through Information Sharing

Incidents/Articles of Note:

¢ Report: Phishing Attacks On Government Up 110%

¢ Cloudflare Detects One Of The Largest DDoS Attacks

e American Dental Association Confirms Cyberattack After Ransomware Group
Claims Credit

e 76% Of organizations Worldwide Expect To Suffer A Cyberattack This Year

¢ Report: 80% of data breaches caused by lack of cyber security skills

e Search Engine Giant Now Permits PIl Removal Requests

¢ Russia Uses Cyberattacks in Ukraine to Support Military Strikes

This is an open-source product. Redistribution is encouraged.
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https://www.darkreading.com/attacks-breaches/76-of-organizations-worldwide-expect-to-suffer-a-cyberattack-this-year
https://www.itpro.com/security/data-breaches/367528/report-80-of-data-breaches-caused-by-lack-of-cyber-security-skills
https://blog.google/products/search/new-options-for-removing-your-personally-identifiable-information-from-search/
https://www.nytimes.com/2022/04/27/us/politics/russia-cyberattacks-ukraine.html

- Tools and Resources -

Resource | Phishing Attack Prevention

Phishing Attack Prevention:
How To Identify & Avoid
Phishing Scams

Internet pirates steal personal financial
information with a new a type of Internet
piracy called phishing, pronounced
"fishing," and that's exactly what these
thieves are doing: "fishing" for your
personal financial information.
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Resource | Cybersecurity Development

Cybersecurity: U.S.
Securities And Exchange
Commission

As markets grow more global and
complex, so too are the threats through
cyber intrusion, denial of service
attacks, manipulation, misuse by
insiders and other cyber misconduct. In
the United States, aspects of
cybersecurity are the responsibilities of
multiple government agencies, including
the SEC. Cybersecurity is also a
responsibility of every market
participant. The SEC is committed to
working with federal and local partners,
market participants and others to
monitor developments and effectively
respond to cyber threats

Observe Suspicious
Activity?

Report Online


https://www.occ.gov/topics/consumers-and-communities/consumer-protection/fraud-resources/phishing-attack-prevention.html
https://www.sec.gov/spotlight/cybersecurity
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Not a VFC Shield Member?

Virginia Shield Coalition

"Awareness Through Information Sharing"

Useful Links
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Awareness Through Information Email Coordinator All Products

Sharing"

The opinions or conclusions of the authors reflected in the open source articles and resources is not
endorsed and/or does not necessarily reflect the opinion of the Virginia Fusion Center. The sources have
been selected to provide you with event information to highlight available resources designed to
improve public safety and reduce the probability of becoming a victim of a crime.
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